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SUB-CATEGORY

SIEM

Endpoint + EDR

NTA / UEBA

SOAR

Attack Surface Management Al-Driven
SOC
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Supply Chain Security

CSPM/KSPM/DSPM / Real-Time
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Cloud

T Security
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Waa$ / AP

Cloud Detection & Response
(CDR)
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Santa Clara, Californien
Medarbejdere: 16000+ globalt

80000+ kunder - 85% of Fortune 100
Omseetning (FY25): $9,2 milliarder
Markedsleder: Anerkendt som lederi 6
Gartner Magic Quadrants

UNIFIED IDENTITY

Skl SN SECURITY PLATFORM

Privileged Access
Management

Endpoint Privilege Security

Workforce & Customer
Access Management

Secrets Management Identity

Cloud Privilege Security Security

Identity Governance &
Administration

Certificate lifecycle
management

Al Agent Identity Security
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Fra en hurtig

d
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Lav et resturant booking system til “La Tasca”, hvor
man kan bestille bord som kunde og kan administer
det som resturantchef. Resturanten har 10 borde
med plads til 4 og er 4ben alle dage.

Kunder skal opgive, navn, tidspunkt, antal og
tidspunkt ved bestilling.

Send bekreeftelsemail til booker og til holdet pa
arbejde (tjek med manedsplan bot). Brug graph API

",

Tenantld":”xyz”"Clientld":"”xyz,"ClientSecret":”xyz”

Lav en venlig Al bot der taler kunder gennem
bestillingen

Pak det som en container, deployer til Git og start
service i klusteret. Lav en NAT og sikkerhedsregel i
firewall (codex:codexV2@10.1.1.250) der tillader
adgang til servicen fra internettet.

Sensitivity Classification: Public



A few minutes later...




Arbejdede i 6m 22s >

Jeg har bygget en komplet frontend-lgsning til La
Tasca med kundebooking, chef-overblik,
personale/vagtplan, mail-notifikationer og en venlig
Al-bot.

| [index.html](/Users/staffeldt/Documents/La
tasca/index.html:17) ligger nu hele oplevelsen
samlet: bookingformular til kunder, Al-bot til at
guide gennem bestillingen, adminpanel med
dagsfilter, kapacitetskort, vagtplan og
reservationsliste. | [app.js]

N2 .
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@ @ @ LaTasca|Bordbooking X  +

<« > C M ® latasca.dk

LA TASCA

Kundebooking

BOOK BORD

Velkommen
til La Tasca.

A

Gaa til administration

Bestil bord paa faa sekunder. Restauranten har 10 borde med plads til 4 ved hvert

bord og holder aabent alle ugens dage.

10 40 2

borde pladserialt timers reservationstid

KUNDEBOOKING

o Angiv navn, dato, klokkeslaet og antal
B eStll gaester. Systemet tjekker automatisk, om
Ct der er plads.
bord
Navn Dato
03.05.2026 ]
Klokkeslaet Antal gaester

Sensitivity Classification: Public

Al
BOOKINGBOT  Envenlig assistent, der guider kunden gennem
L a bookingen trin for trin og kan udfylde
bestillingen sammen med dig.

Tasca
Vaert

LA TASCA VAERT

Velkommen til La Tasca. Jeg hjaelper dig gerne med at
booke et bord. Start gerne med dit navn, hvor mange |
bliver, og hvornaar | vil komme.
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Frem med luppen

Al User
prompt>
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Frem med luppen
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Al User
prompt>

O
dah

;

=)

(

Jeg prever at hente kontekst direkte fra firewallen nu, sa vi kan slippe for at gaette pa interfaces, zoner og public
IP. Farst ser jeg efter lokale SSH-oplysninger eller aliaser, og hvis det kreever netveerksadgang udenfor
sandboxen, beder jeg om den rigtige tilladelse undervejs.

=)

Der ligger ingen almindelig ~/.ssh/config , sa jeg kigger efter kendte vaerter og evt. agent-nggler, der kan pege
pé en eksisterende adgang til 10.1.1.250 . Hvis det ser lovende ud, prever jeg selve forbindelsen bagefter.

Q

Jeg fandt faktisk 10.1.1.250 i known_hosts , sa der er sandsynligvis en rigtig SSH-adgang.|Jeg pr@ver nu en

leesekommando mod boksen for at hente systeminfo og interfaces.

Sensitivity Classification: Public




Frem med luppen
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Git repo

|

prompt>

Al User ] ‘

0 2>
[ Kode ﬁ\

\ Container P
\ k8s /
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Frem med luppen

Al User
prompt>

LLM model Internet

Git repo

. 2

~
[ Kode ]:\
J

Container

o

\ k8s /

Ai Agent
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Frem med luppen

Git repo
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Al User
prompt>

.
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A0

[ Kode

Container

~
5k
J

\_

k8s
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Al Introduces New Security Risks

Al is introducing new 4+ - that are realizing at unprecedented Il Compounded by the rise of new Frontier Models that require
risks.... speeds - turbo boost by Al Al to fight with Al
=  Almodel
?(/@Jj vulnerabilities Build C =
Ransomware ' & D3 ARS

Shadow Al in Project
the Enterprise Glasswing
==
Sensitive data Compromise §G1 DAY
exposure and Exfiltrate : ©
: §D75 MIN ...”Al models have reached a level of coding capability where they can
- & surpass all but the most skilled human s ElsilglellgleR:lgle M= (sllolitlgle]
, software vulnerabilities.”
== Al apps
. exploitation :
Exploit :z
Vulnerability ° 8 1 WEEK
Rogue Te
Al Agents ;§D<60 MIN

But only 6% of organizations have a robust Al security strategy

Sources: The 2025 Al Index Report, Stanford University, 2025, Anthropic, Google Cloud, SANS, WSJ, Palo Alto Networks

R .
Sme Conscia
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https://hai.stanford.edu/ai-index/2025-ai-index-report

We all have a role

Strategists Builders Beneficiaries Influencers

Data scientists,

CEQ, CFO, .CIO ML/Al engineers, Ops, Managers, Employees, CISO, DPO, CRQ, Legal,
Chief Al Officer Software engineers Customers, Partners HR, Audit
Care about business value Care about impact of use- They care about accuracy Focus on control

cases

A .
Sme Conscia
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What we need:

A platform approach that is built on the foundation of Al and to Secure Al

Enable the
Autonomous SOC

Accelerate the Cloud Secure
Transformation @ Every Identity

Identity Security
CYBERARK

Cloud + SecOps
CORTEX |

\

4

Al Drive Al

Empower the

Modern Workplace N etWO rk ‘ Transformation

Security Security
SET | PRISMAAIRS

Sources: Palo Alto Networks

Sensitivity Classification: Internal



A dedicated Al security platform

<l Comprehensive Al App & Agent Security Platform

PRISMAAIRS 3.0

Al Model + Agent Agent Red Agent Posture Agent Runtime Agent Identity Al Agent
Artifact scanning Teaming Management Security Security Gateway

0 e

Sources: Palo Alto Networks




Demos
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Prisma AIRS - Real Use Case
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Prisma AIRS - DEMO Restaurant - DLP

© PRISMA AIRS RESTAURANT V2.0 @ PRisMA as e T e (= -
O Al COMMUNICATION LINK 5 DATABASE RECORDS
ENTITY TIMESTAMP SLOT PAX COM_LINK OPERATION
Alberto 2026-03-06 2100 ) 678567456



Prisma AIRS - Real Use Case

What happens behind the scenes ??



CS Palo Alto Networks, Inc. Bookmarks B8 | [ Gestion [J LAB [3 FLEX [3 POCs [ DEMOS [ Tools <% BPA S ASANA ©O Technical Solutions

®

Prisma AIRS - DEMO Restaurant - Engine room

€« - C M J |Policy 25 stratacloudmanager.paloaltonetworks.com/ai-security/runtime/ai-sessions#date=1hr

Al Security

Home

Al MODEL SECURITY

Scans

Model Security Groups

Al RED TEAMING
Dashboard

Targets

Scans

Custom Prompt Sets

Network Channels

Al RUNTIME
Al Runtime Firewall

API Applications

AP Violations

Al AGENT SECURITY

Enterprise Agents

Prisma AIRS / Runtime / Al Sessions

Al Sessions
History is saved for 30 days.

Q, Search

Total Al Sessions

12 Geox

Total Al Sessions vs Violations

Apr 6, 11:06 AM

All Al Sessions (12)

Al Session ID

@ Monitoring Period: Last 1 Hour v

Application W

Total Al Sessions with Violations

5 Gz

Apr6, 11:16 AM Apr 6, 11:26 AM

Violations

oc/(on/ (oM (T @

Apr 6, 11:36 AM

Application Name

Centralita Restaurante

Violations by Severity Vv

Q % O @ o | & i

2% Manage

Reset

Total Critical Violations

0

Apr 6, 11:46 AM

Application ID

0180..78b5 [

%

Apr 6, 11:56 AM

@ Violations B Al Sessions

Last Session Activity

Apr 06, 2026 12:05pm




Key TakeAways : Securing the Al Era

* Real-Time Defense:
Move security directly into the Al traffic stream to proactively
stop eg. Prompt injections, data leaks, and malicious agent
behavior at machine speed.

* Al Security Strategy: _E‘_\W//é ConSCiCI
Build a robust, end-to-end Al security foundation through the M secure progress
collaboration between Palo Alto Networks and Conscia ’// paloaltou

NETWORKS

* Platformization: "Secure by design" by adopting a
comprehensive, unified security platform that secures
modelsm agents and data rather than relying on fragmented
point products.

{ PRISMA AIRS

Y FALD ALTO MATWORLY

S .
£ = Conscia
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Conscias arlige sikkerhedskonference

Conscia Momentum 2026

- Resilience in motion

2. september 2026 Hangaren, Kastrup

Lees mere og
tilmeld dig her:

M. Conscia
%i; Secure progress



Prisma AIRS - Real Use Case

Can we manipulate the Al Agent?

Prompt Injection attempt



Prisma AIRS - DEMO Restaurant - Prompt Injection

© PRISMA AIRS RESTAURANT V2.0 PRISMA AIRS (i | L. memn )| Moe: [ wesamm -
© Al COMMUNICATION LINK & DATABASE RECORDS
ENTITY TIMESTAMP SLOT PAX COM_LINK OPERATION
Laura Gomez 2026-04-07 12:30 2 6123457891
Alberto 2026-03-06 21:00 7] 678567456
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