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Best Practice voor Cybersecurity in de Zorg

Een geintegreerde IT-
en cybersecurity-
Infrastructuur
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Agenda

13.30-14.00 uur: Markttrends

door Ernst van Maanen, Cybersecurity Sales Director, North, Cisco EMEA,
en Jeffrey den Oudsten, CTO, Conscia

14.00-14.30 uur: Casus ‘Integratie IT- en Security-infrastructuur bij
Franciscus Gasthuis & Vlietland

Interactieve discussie met een bijdrage van Peter de Boer, ICMT
Manager, en Jos Toet, Information Security Officer,
Franciscus Gasthuis & Vlietland

14.30-15.00 uur: Pauze met koffie/thee

15.00-15.30 uur: Vervolg — Casus ‘Integratie IT- en Security-
infrastructuur bij Franciscus Gasthuis & Vlietland

15.30-16.00 uur: Cybersecurity visie, diensten en oplossingen van Cisco

& Conscia
door Ernst van Maanen, Cisco, en Jeffrey den Oudsten, Conscia

16.00-17.00 uur: Afsluiting met borrel
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Markttrends

Ernst van Maanen, Director Cisco Secure EMEA
Jeffrey den Oudsten, CTO & CyberSecurity lead Conscia Nederland

Trotse partners voor 75% van de Nederlandse Ziekenhuizen



Governance - speaking “business” not bytes.

Resilience.....

Gartner Predicts 40% of Boards Will Have a
Dedicated Cybersecurity Committee by 2025

Board Directors Rate Cybersecurity Second-Highest Source of Risk for the Enterprise

Resilience is fundamental to survival and growth

The ‘new view’ of

By 2025, 40% of boards of directors will have a dedicated cybersecurity committee overseen by a

Strategic
Resilience

etter Security means a better business
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Global Healthcare Perspective

Technology plays a critical role in
improving care access and outcomes,
however the digital divide further strains
health equity achievement

Physical infrastructure of care facilities
Is changing, with a focus on care at
home and sustainability driving
change

Shortfall of workers continues to grow
and exacerbate the backlog of care

Cybersecurity continues to be a top
concern as IoT, loMT and medical
devices increase the threat surface

Consumerism accelerating pace of
change and driving demand for self-
service, automation, and call, click,
chat capabilities



Daixin
Ransomware

Criminal ransomware gang
actively exfiltrates data for
double extortion,
threatening disclosure and
no decryption unless paid.

Healthcare

Key threats Talos is tracking

W ETT
Ransomware

North Korean
ransomware threat actor.

Privacy
Leaks

Q

Health apps leaking
personal data.

Most-targeted industry
sector for 2021

Adversaries continue to
target this industry due
to providers’ often
underfunded
cybersecurity budgets
and extremely low
downtime tolerance.
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CONgCIA Azure

Zorginstelling Specialist Ziekenhuis Patient Data & Applicaties

Zorg is een activiteit, geen locatie =
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(fr'anciscus
Franciscus: digitaal voor elkaar FECECR Y

Digitale Kansen vanuit centraal Medisch Service Platform

Medisch Service Platform | Waarde Gedreven Zorg
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‘ﬁanciscus
.. o Gasthuis & Vlietland
Vertalen van de ambitie

Implicaties voor IT & CyberSecurity

Franciscus: “patiéntenzorg naar digitaal wanneer het kan, en fysiek wanneer het moet”.

Gevolgen voor IT Infrastructuur

Zelfde kwaliteit binnen Net zo veilig binnen als

als buiten het huis? buiten het huis?

>
conscia



Hybrid Access (SASE)

Hybrid Cloud

AL

.
conscia  Azure

Zorginstelling Specialist Ziekenhuis Patient Data & Applicaties

Hybrid IT Infrastructuur | Fundament voor digitalisatie =
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Casus ‘Integratie IT- en Security-infrastructuur bij
Franciscus Gasthuis & Vlietland

Host
Jeroen Broekhuijsen | Cisco

Tafelgasten
Peter de Boer | Manager ICMT, Franciscus Gasthuis & Vlietland

Jos Toet | Information Security Officer, Francisus Gasthuis & Vlietland
Jeffrey den Oudsten | Conscia
Martijn Mol | Cisco
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https://conscia.com/nl/referenties/franciscus-gasthuis/?wvideo=k2sagz54pu
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SOC/SIEM

Wensen over SOC/SIEM
- Adviserend aan interne organisatie
- Inrichtingsvraagstukken.

- Ondersteunend aan interne organisatie. Dus geen explosie van meldingen naar
interne organisatie.

- Bij grote wereldwijde uitbraak.
- Groeimodel.

- Klein beginnen en doorgroeien naar intensieve samenwerking
- Delen van werkzaamheden overnemen
- Buiten kantoortijden.
- Bij grote calamiteit / bedreiging.
Geen confectie colbert maar semi maatwerk (V&D versus Suitsupply)
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66

“Een self defending netwerk
realiseren met en voor het SFVG,
zodat het SFVG optimale
maatregelen heeft getroften

tegen cyber security risico’s, rGHCiSCUS

aangevuld met passende SOC
dienstverlening” Gasthuis & Vlietland

Ambitie

18
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Cybersecurity visie, diensten en oplossingen
van Cisco & Conscila

Ernst van Maanen, Director Cisco Secure EMEA
Jeffrey den Oudsten, CTO & CyberSecurity lead Conscia Nederland




Platform vs
Point Solutions

Cisco is delivering the industry’s most
complete and open platform for Security

222
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User Device Network
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SECURE

SECURE X

(XDR)

Security Reference Architecture

Use case: Common Identity / Endpo

Threat Intelligence

Managed Detection
and Response Services

A

4% Threat Visibility & Hunting ; Device Insights

0 Security, Orchestration, Automation and Response

int Information

| Malware Analytics | Actionable Intelligence | Unmatched Visibility | Collective Responses

# Kenna Vuln Mgmt &' Secure Cloud Insights

m Incident Response and Remediation Services

2 3rd Party Integrations

User/Device Security

ZERO TRUST WORKFORCE

Adaptive MFA | Passwordless | Trust

Duo Secure Secure E-
? Access ﬂ@ mail
SASE/REMOTE WORKER

Unified Client| EDR | Cloud Managed

',_-.5- g }
Cisco Secure Client
VPN
Posture
Telemetry

Threat

Query

©

ThousandEyes
(Observability)

Network Security

Threat Protection | Secure Access Control | Managed Remote Access

@ Umbrella/Duo

Cloud Edge

SECURE ACCESS SERVICE EDGE (SASE) PRIVATE CLOUD EDGE (MSP or CUSTOMER)

Reliable | Scalable | Flexible

SDWAN
| K/ Secure X Cloud access
?_JhZTNA NG DNS-layer I b & L7 firewall security broker/
“es security Yo\ we +1PS hadow IT sillvar]us
gateway shadow CiSCo _d_h)_ @

== Remote Data ===
o 7 ssL 101 Cloud malware SDWAN ==
< RAAAS | /NS X amm hrowser 1010 loss ol . . . %
—— decryption Isolation | *%* prevention P detection SDWAN by Viptela Secure Firewall ThousandEyes

On-Premises

SASE/SDWAN

ZERO TRUST WORKPLACE

Segmentation | Identity and Context | Profiling | Containment | Encrypted Visibility

Network

[t
SDWAN
10T/OT SECURITY

Secure Critical Infrastructure | Unified IT and OT

Scalable| Flexible | Visibility | Comprehensive Security
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ThousandEyes

SDWAN Secure
by Viptela  Firewall*
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Industrial  Industrial Industrial Cyber ISE

Router Firewall Switch/AP Vision TrustSec
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and Logging Secure Firewall* 4 DuoCloud ~ Network
| SSO+IDP Gateway
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: |
Secure Full Stack  Secure Network ISE Cisco
DDoS Analytics @ TrustSec DNA Center
Secure Web

Appliance

*Converged multi-cloud policy

Application Security

ZERO TRUST WORKLOAD

Policy | Application Segmentation
Run-time Application Security | API
Security

Application Security Stack

&S ©

Cloud Native Security APIC

© ©

Secure Secure Application
Workload* by AppDynamics

Ja

App Observability | Detection | Response

dSe

Hybrid
Private

)
Secure
Cloud Analytics

©

ThousandEyes

Public
Cloud*
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Secure
Firewall*




Delivering the Industry’s Most

Complete Open Platform for Security
) SECURE X ———

Threat Detection and Response

Secure Access Service Edge (SASE)

Zero Trust Talos
- | Threat
Application Security .
Intelligence
+) RT2 e
+ —— — Ll
User Device Network Apps & Data
\. J
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@ Patient care anywhere @ Data-driven clinical workflows Security, privacy, and

compliance
B N BN N N N B
Digital front door Hybrid cloud for healthcare Medical device and loT security
Telehealth and virtual care 7 Clinical communications and ” Cybersecurity for healthcare
collaboration
Remote observation Video surveillance and physical
Medical device integration security

Mobile experiences

NN

e
.CIS.CO. S E C U RE © 20‘-ghts reserved. Cisco Confidential

Location services for clinical
environments

Operational transformation

Secure, intelligent network for
healthcare

Smart and sustainable P
hospitals
Hybrid workforce J. 4

Alternate care sites and mobile
clinics







Conscia Cyberdetense
Managed prevention, detection, and incident response services

_— 4 Wl —

Optimal detection coverage
based on technology choice
and custom extensions

Tailored to customer
risk and IT environment

24x7 MDR and managed SOC
services




Conscia Cyberdeftense Service Catalogue

Real-time monitoring
and threat hunting

—@ Managed log management

D
conscia

Data leakage detection
and brand protection

Incident response @——

Vulnerability assessment e—— CYBER Managed red teaming
DEFENSE
Reportingand o ———@ Security engineering

recommendations



Opbouw Conscia SOC dienstverlening

24/7 eyes on screen | 40+ analisten | NOC/SOC samenwerking | 1 Service Delivery

Security / Orchestration / Automation / Response (SOAR)
PROCESS ASSURANCE AND AUTOMATION

ANOMALY / ML

REAL-TIME DETECTION THREAT HUNTING DETECTION

THREAT INTELLIGENCE CUSTOMER INTELLIGENCE

0O
o
S
wn
o
o
<
O
s/
w
o
O
n
@
=
<.
(@)
@
wn

Datalake

Normalisatie & retentie

EDR EPP 0S AD FW/ 11 DLP/D || \AD VA IAM APPS || cloud || AAA el oT
IPS LD desk

SENSOREN VOOR INZICHT
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Samenvatting

Ziekenhuis is kwetsbaar | ontwikkeling op dreigingklimaat/ regelgeving en gebrek aan capabilities

Bij Franciscus zijn markttrends vertaald naar Security Architectuur, inclusiet MDR/SOC service

Voor Franciscus zit CyberSecurity daarmee in het fundament voor haar digitale ontwikkeling

Franciscus Casus als een ‘Best Practice’
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Thank you

Trotse partners voor 75% van de Nederlandse Ziekenhuizen



