
Sensitivity Classification: Protected Public

AI in Cyber Threats: 
How do Adversaries Adapt?
David Kasabji
Principal Threat Intelligence Analyst, Conscia

AI in Cyber Threats: How do adversaries adapt? |  Conscia A/S 1



Sensitivity Classification: Protected Public

Scan the QR Code to Subscribe to
ThreatInsights Newsletter
The only free threat intelligence newsletter that
focuses primarily on Europe.
 
Delivered every Thursday morning to your inbox

While we are waiting
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Webinar will start soon
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• Connect to audio in order to hear the presenter

• All attendees are muted. Please write your
questions in the Q&A section

• The webinar is recorded. We will send
you the recording and presentation

Introduction
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Here are some useful information
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Conscia 
at a glance

+1,000 77 cNPS

Customers Customer satisfaction

600 EURm 57 eNPS

Revenue in 2023 Employee satisfaction

+1,000 ~600
Employees Engineers

Core geographical focus
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WhoAmI

• Strategic and Tactical CTI 
• Threat Intelligence newsletter with over 250 organisations 

subscribed in less than a year
• Product owner for CTI solutions

Free Subscription to our weekly CTI Newsletter

• Offering SOC services for over 4 years
• 60+ enterprise customers
• 35+ experts in the team
• 250.000 users protected globally
• 50k triages, 1100 incidents yearly
• 0 large incidents with MDR customers
• Unique advantages: global knowledge, detection extension

Principal Threat Intelligence Analyst
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Reflecting Back
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Widespread 
Internet

Global 
Digitalization

Personal 
Computing

Viruses on 
Floppies Physical Security Phishing Firewalls Supply Chain 

Attacks Zero-Trust
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Back to the Future
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Hackers vs. Organisations Adaptations

2015 2016 2017 2018 2019 2020 2021 2022 2023

Obramba Napad

ChatGPT
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Cyber Kill Chain Refresher
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Recon Development Delivery Exploitation

Installation C&C Actions
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Hardest Nut to Crack – Getting the Foothold
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Initial 
Access

Social Engineering

• Content accuracy is crucial
• Must be believable
• Must be convincing

• Advanced skills required
• Fast-paced vendor patching
• Research time

AI to the rescue?

Exploit Development
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Initial Access: Next-Gen 
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New Market: Amateur Hackers
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What Tools Are Available to Them Now?
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The Effects of Malicious AI 
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Time to Exploit < 
Time to Patch Automated 

Attacks

Bypass Traditional 
Security Measures

AI BotsAI Password 
Cracking
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Stories From the Wild
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What Can We Realistically Expect in the Future?
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Phased Approach

Attack Success Rate Scale & Speed Advanced AI 
Malware
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How Do We Fight Back?
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Attack Success Rate Scale & Speed Advanced AI 
Malware

• More focus on educating 
employees

• Watermarking / unique identifiers
• Faster and stricter Vulnerability 

Management
• Understand your threats with 

Threat Intelligence

• Deploy AI security tools
• Use Automated playbooks to 

filter out low fidelity alerts
• Use Threat Intelligence to 

consume latest validated IOCs

• Improve Detection 
Mechanisms

• Employ Threat Hunting
• Leverage Red Teaming to 

understand your gaps
• Have Incident Response plan 

ready
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Q&A
Please write your questions in the Q&A panel
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• The session was
recorded

• We will send you
both the recording
and presentation

Thanks for
attending!
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• Send me follow up questions at 
dkasabji@nil.com, or

• Reach out to your local Conscia Office / 
Account Manager to book a meeting for a 
more detailed discussion on how to address
AI-driven cyber threats

Want to know more?
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Thank you


	AI in Cyber Threats: �How do Adversaries Adapt?
	While we are waiting
	Introduction
	Conscia �at a glance
	WhoAmI
	Reflecting Back
	Back to the Future
	Cyber Kill Chain Refresher
	Hardest Nut to Crack – Getting the Foothold
	Initial Access: Next-Gen 
	New Market: Amateur Hackers
	What Tools Are Available to Them Now?
	The Effects of Malicious AI 
	Stories From the Wild
	What Can We Realistically Expect in the Future? 
	How Do We Fight Back?
	Q&A
	Thanks for attending!
	Slide Number 19

